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® Identify N33zyuazidnlatiauTuneneY oM IuIMNISIANIIANEES
® Protect M3MNMsEIUAMUANEUNTBISTUUDIBIANS
® Detect NMIMUUATUNDULAZNTZTUIUNIAI INBATINTUADIUNITAINAAUNG

® Respond NIAUUATUADULALNILTUIUNITANEY WesudanuanIunITallaUNA

£%
=

MinZY
® Recovery NI5MNUATUABULAENTEUIUNTTAINY W alWgsAaaunsadnduld

agrailes uariuyssuulinduAuumiloudy

Detect

Protect Respond

Recover

Cybersecurity
Framework

AN 1 NFOULUINN NIST Cybersecurity Tusgauiendu

velluudas e duarUsenaunie ngu (categories) kagnaueoy (subcategories) Uag

ANSAMMUAAITAUNADIIDY (information reference) Tagasurglain

® ngu wueds nquvesianssudidunisudnisyieueenun Fediduszas

Y v a = ) I a a o o 6o
PnalRemseatuayuilndy 919 Msusmsdnnamsngau (Asset Management)

Y '
<2 a <= =

® naqugay maneds MswuallenvengulilswayiBeaidndu Fadunmsimun
Wnnngvesianssulusgdumaiauaznisdnns wagadvayuidmungvengy
laun Arsvindgdssuvaisaunanisuen (external information system are

catalogued)

® A1TaumMABNNde NU1EAY UNAITaYAdY 9 NNTBULWINIG NIST Cybersecurity
Framework lafmmualiiieldlun1ssnsds vieluuwwimislunsaniuanumeussg

TrgUsrasrvainguuasnqueat

oy



2.2.1 msﬁ']Lﬁumimuﬂia‘uLLu’J‘VmﬁlugULLUU‘J:ﬁ'U%"u (Framework Implementation Tiers)

syAuTY (Tiers) Lﬁumﬁmw'eNﬂﬁu'%mﬁﬂmsﬂixmummaxmmL?iaqsuaqm'gamu
lumsnevauesfeanaunisluiues Sudunsusseiududiolfiamsinsaduuiumemihsny
¢ Geanunsadmdndudusauidusudy (Tier 1) lﬂauﬁaizﬁu%y’uﬁqw‘fmuﬁaisé’w%’uél’a (Tier 4)

nsruasziudusadunalnddglunisasausdndulinhsnud mafmunuiulgs
N52UIUNITUTIIALLE BaLansTANTAEA A uMndlslueauALFBIN15YRIE 5T 81T
nsimuniaT T umsunasnsieleues (Cybersecurity Performance Index)

ASAUAS NYEN1STAEIFUT WYY BuE NN saN s s E AN 53 LAT e Y

NSTUIUNITUIIIAMULELS

Risk Management Process Mot formplized Farmizlized, b Farmal nmrporates
The degree to which nsk Ad hac na Wegularty Predicive
managemant procasses ars aonled Priontizanon o amanzatonzi updated indicatars

in alignmant with omanizatinnai fizk riat informad wide polizy Lesons
objectives, changes Dt by Lz mmvesd
business/mssion raquiremanms angd informmed

& changing threst and technalony

andstaps.

Integrated Risk Managemeant frrsguiar, cese Heaular, but ne Consistsng, Uy hersscurity
Pragram ty -case bamiy prasnzationsd riske

Definition and implementatinn of wide pporosch management (s
wak-nformad polives, processes, part of the
and pmosdus o enable personnst OMAaniIZatun s
o passess the knowledge and sidll culture

o perfarm thed apponted

cybersscurty roles and

maponsihilities

External Participation »  Lackof: Depandences or |« Bain zanerates
Understanding of 2n nrganizstiog's Ecosystzm dependenis dependeare priowitzed
miz, dependenties, and depandents underaanding known, but niod z anl ifarmanon
in the larger smaystam by Collabviation ot dapendents Communicstes
mflahommting with and moiving intErnasl nformal STE KNTW parogctivaly
nformation from other entitizg sharing = Interns and

regulady Lhat compiements sxtEmal

e mally generated wformation, mformation

znd shenng idormation with other zharing

sntities

A9 2 MsIRETUTURLLWIURUR NIST cybersecurity framework

2.2.2 feyanseunuamianisinnisausiuasasadeleiues (Framework Profile)

YeyansaunuImenisinniseusiunsaondeloied (“doyaluslid”) Fedoyaanius
Fruenusunsaensdylevefvemneny Jeyamariislimhsnuannsalilunisimundiana
waznsandunuremiisnuliussgingussasdvasmissnuldsgraluwuuuny wazdielunis
$ndrupuddyvesnsiiduianssusunutiunsasadelaueslednde doyaldsing U
anugdagtunazeunan Milemsesuisuagienudnlafulumiheny yeains uazypranisuen
awamanssuiunsuasianssusig 4 mavSeudleussrisanusdagiutazouianysivesing

(gap) MuANIUASUADANBATAUWMATIVUIBUABIA LTINS

S e



2.3 wuaujualunisiuliadeanarunieleuasvasdtinauiAsegianisinens
wwualunissuiedeanaunmlewesvesdidnauasugianisinues (“Uuiujun”)

WWun138198991nuuf URvee NIST Cybersecurity Framework anyUsggne lgluus unves asn.

TRePURDUNITAMIUNNTAIL

2.3.1 asaanuil ssdursandnufiAdiuaanusiunsasaduleivas (Basic Review of
Cybersecurity Practice)

Tutumoud amn. UstRanssudueutiuasUasedelmvesfisndunsludagiuudvins
W3BuiufunuIvnaues NIST Cybersecurity Framework Litays3oeing (gap) vos amn. tnadad
Faasninensisndudenssudunuiuanuiuasaondslsveslinseunqy nszuiuy

yAaIng waznalulad

23.2 5’@6‘?&1&%‘aﬂ%"uﬂiﬂﬂ‘dwaﬂﬂﬂmim (Establishing or Improving a Cybersecurity
Program)

sunoudl 1 Sasduanuddnuazivuavaulun (Prioritize and Scope)

adn. Ustnnudesnisdueuiuacasnfuasaunai aonnd o ennsiauasvusi
Tnsmsfinnsanisnsaingmsmansfuanuiiunsasnislsussiiaenadowiogmsmaniseiumi
LATNSENTINNERTkarannsel nMsmmuandsefinulduazserutuidudwaneveslewed
Tsunsy AvusiduveuwnvedluueslusunsunazandunisinaidunudAgyuesianssumse
PuUiMsdesidunsaisauiuasaondslaues

Funaudl 2: San1suSun (Orient)

v&wniinstmusreuakazdtunuddmulauesiusunTiuds an. Ustsenis
nEMEAU srvvanTauna dafvunresunnguuneiiisades uagnsruaunsuimsandes
Fruenuunsasedvlauesfidenld uarunasdoyaiionisusl foanaruuazdodlwifiozinmm

o W

FannudssnuautuaslasnialaiuasluuIunauanumIudAgy

Yunauh 3 a31edeualusindiagiu (Create a Current Profile)

aein. dnvitayalusindUaguunsiutanisustngy (categories) uagnguge (subcategories)
= v ¢ a [ [ 2y Y
Mdunadndvoinsuszliudnennvaatisnumuiandululagiu

Yunaudl 4 Usziliuadnuides (Conduct a Risk Assessment)

adn. Usziduaudssaiuannuduravasadelaiuas lnen1snasandauiuneasua
msUssdiupudssiiniue lnenisuslitialana (likelihood) Msiindurasngnisal (event) way

£

HAN3zNU (consequence) NIELVANTAIRINAILANTY
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Yunauil 5 a¥etayalusiwdilmuny (Create a Target Profile)

aein. dnvidwineteyalusindfisiufanisuatingu (categories) uasngueoe (subcategories)
Mdudnonmvesmiisnumuianduiaududvungld ofs amn. awnsavs¥nguuaznquese
WANINTINTOULWINNA NIST Cybersecurity Framework laivualidusgfuainundsswnuning
] [ s & (Y]
TumsUaonselaiuasiiduanuazianizues an.

Yunaun 6 Anaula AT wazdaaauANAIAYVBIYIINg (Determine, Analyze,

and Prioritize Gaps)

arn. Aiasizideritenmalisuiivudeyalusindtagiu deyalusididwuney uas
nan1sUszfiuaudes ien1sindule Jinsed wasdadwuanuddyuoaing nSeudavin
WUUURNS (Action Plan) Tnefiansanmiudueuazaiudesdildiunisdnnis

Sunaudl 7 AUHUNIAULHUUNURNTS (Implement Action Plan)

amn. AdumsmuueuUitAng Seemnsadadenseuuuimianasgiudu q Miieides
vsolivoyasnedanuuuiuUaves NIST Cybersecurity Framework 11U5nauni1saiiunisniu
WU U

ofls amn. aunsoduiunsmuduneudreduguly suseudismusluleweslusunsy
199 aen. Wielviiuledn an. fnsfesumsdudunuiuenuiuaiasadoleveiveming
swalloaduioing

2.3.3 feansanudissmsinuanasiuasUaeadelsuesiudiidulddiude
(Communicating Cybersecurity Requirements with Stakeholders)

ann. Tdoyalusindlunisdoanslimhsand@dnlidiudeifedodulawesiusunsy
Favnesiud

1%

o FoarseuBvsiiuaiudursUasadeleuesduglfuinisaeusn uay
arwdesnsiueuiuasUasndeleusifiviisnudiiuinmsmandude s fos
P vaneImiamstuasianssufionivostudliuinsd amn. Fesdudunms
917 nsasvEeuUsuANiuasasadtleiued MsRsIINIUTIENITINRSEIL

sunrwsiuasUasastelawesigliuinsd
o Fomsuansusediudoyalusiwduasdeyadu q Mifeadesty nou. uaranzyL
sunwsiuasUaoasttlawes ann
asin. Ianuddlumsdeansanelu aen. Weldmnmbsnuuandmiinnsedudy
Amsuiaumatagmssidusnusueuiunsasndtluedues arn. lnsanunsofsanudoya

2 MASLATNTHINABULAANYDINIRVUIB ULy
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2.3.4 andulanazdaninsweinsisndu (Buying Decision)
wiuUuRnslandresinisdngedadnamsludfives yeains nssuinny wazwalulald

aen. azRansaiulaunMsIRassuUssunadadulumusaidoures aan. wavnsudydnans

2.3.5 Uetlonalunisiiaviensianiuansaumesneds (Identifying Opportunities
for New or Revised Informative Reference)

afn. 9l 50UN1TATIINIUAITAUNAD 19T IRIUNTDULUINIG NIST Cybersecurity
Framework 1 1% uladn arn. n159nwiAulursvaondeleiuosniuuinsgiuaing
(international standard) LLu’JﬂﬁUyﬁ‘ﬁlﬁ (best practices) LLazaamﬂé/aw[anﬂQMmUﬁ‘Lﬁ‘m%’ad

(regulatory requirements) 9819a1LAND

2.3.6 salpudsinenisAuasasnuludIuyanauazidS N wHaLTias
aen. asgninnsukariiauddglunsduasesanuludiuyrnanaziasnmnaiiies
Tnaanzaaeglduinsan aen. welidulain aan. dnliduuimslunisfuasasanududiuyana

wazuloueaunIAuAToslayadIuyanafidansuiuwUfURn IS hwmuduasUasndeleiues
YOI AN,
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unii 3
Tumeun1suftRnudamanisalfeanaamisluivesd
arn. IWhauddysonismovaussramnnisaluazfeanaumidleued ielvaiunsa
Joatu ananujuuss uazunlvanunisaldeanamunielsiuesidegnesinss duszdnsam Tl
fuundunounsUiRureadmindaelfaudufoaniseiuacaendelewed §1eds
1RFIUAINA NIST.SP. 800-61r2 I@&Jmmaa%’mﬂa;m%’jumaumiﬂﬁﬁaﬁmamqmﬁaﬁ

9] Ly

o Jayanaly (general information)

Y
o JupaumaesEAINToNsiansTuliamanseldeanaunsleiuas

(Preparation)

Qe

unoumsuUAnudhsyTavensalivanauuaznislaudnidlauasiu

3

wgUHuFnseuAuunIUasnfuleiues

e 2

(Cyber Incident Detection Workflow/Process)

* Jupounisujjiinunevauesvgmsaissaneunaznislaviimslsues
(Cyber Incident Response Workflow/Process)
® Jupaudus Mifgrtomdnfinvnniselioanauiiulsues

(Post Cyber Incident Workflow/Process)

3.1 %agaﬁalﬂ (General Information)

Y

AudufuinsanuduasUasndelaves ddnauasegianisinens (“que”) 1Bu

aa v 4o

wingunaniindvinensilisyds Sulle wavudlalguiifedtesdudvanaiunialeiues

%Qﬁiﬂsaa%’mmiv‘hmuua:msﬁmumwmwﬁwﬁmaaL%’Wﬁwﬁﬂssaﬁwguéﬂ

s

| Jums-Ans 180 08:30 - 16:30
| 1@5-97998 1At 08:30 - 16:30

TUNEATIYNTT 1387 08:30 — 16:30

20 AU

Hotline 24x7: 02-9407038

csoc@oae.go.th
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3.1.1 wnn1sal (Events) wazaufnisal (Incidents)

wan1sed naueds anun1saliaUndviinduiussuureuiames ¥ie ssuuiaTedng

'
=

F9919 \intud v Ideuaulanunils vsonguuewldussuvarsaunanielinisquaves aen.

¥
Y

JunauUfURLATOUANIMANITAUTAATULAIEINANTENUATUAUABTEUUABNTNILABTULAZIATDUNY
nnszyilasdvanaulsiuesvinuy wensalfiiatududunauandesssusslieglurouiun
YoITUnBUU TR

guRn1sal el anun1saifiaslanudunslaendevadssuunsuianesuaziaIodng
= [~ a '3 fa ad a d’z | & 1< va ¢ Y
Feoralunannmaiesgiivgnsaiiaundnisd uuiney vieluguinisalnnsindulalagnss
(ngldfesdmszimgnisal esendanudaauvesyuivuimgazidiniliiniu) fiegreguiRnisel

fruanuTunsUaannulauas towa

[

e fuAneuamnbiareuiimevnIULuy

® N5lauANYINTATTUUANTAUNA STUUABLNILADS N39Sz UULAS U e ldd N0
yarule nsevaulaeg1slutduuse@nsaan 18y network flood, DDOS

(distributed denial of service)

® NSNANTTUVANTALIA SEUUABNTADS W3BsTuLAseUY Inglildsueynn
wsaldnsemunIsimunansniIsdni
Felusrseuatudezldenn “guiinisal” Feannsomnedangnisainiegifnisalila

WALANSE

3.1.2 msﬁmea%’agaLLﬁmj'am'mmauan (sharing information with outside
parties)
Tuszninamsu3msdanisgifinisel aen. e1adinsdwenselamedoyaineifiugiRnisal

T LANUIBNUNBUBNTINGITDY TILNTAINNUAVIULIAGIT

Other
Incident
Response
Teams

oftware & i internet

Support 1 35D 4 Service
Vendors Providers

Law
Enforcement
Agencies

incident
Reporters

A9 3 Mg dayaguRn1sauAiguAeuen

b



1) ngugnAuaziaulIavy (customers, constituents, and media)

v a

aan. 9n3dnslamedayanisiingUinisalliung ldusn1saaigy ASU

43

wansenunganisel uazmsidamesiodemiarunnguuuy (sudsdesevladuarluduaiiide)
nsiawedayaliuinissaunaud desldsuoyd@anguimsgegeves aen. Wity way
finnsmmamudeyansuiinslamend ieliiulainnsdamedeyadnagndes uiug wae
pssmuingUsvasivasnsiemsuaraianmdnualsonisiuile seguinisaliifvemneny

2) ﬂﬁjwﬂﬁiﬁn’ﬁmﬂuanmaﬂ #fin. (software and support vendors, internet

service providers)

aein. enafleuinlulamedoyagUiinsalunglviuinisnieuenyed arn. 819

Y

sﬂﬁﬁmsm%‘aﬂwLLasﬁumai‘Lﬁm UL WU LA USIS N HISEUVANTAULNA U3 849108

Y q
nAn ATz UUANTAUWALaTaUnsalr3 R eTilinsinge T wazifieadesiugUinisaliiindu

Tnonstideyaudnisnilunguiliilugnnansdndulareadwmihiniuiiaveuiaslifuneumne

a a v o

P LUNNTIANNTaURNSal Lelladauaniluase anfee wazaunsoy

9 U v
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3) nfumveauiAugua (law enforcement agencies and incident reporting
organization)
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4) nguviirsarunieluiiiieadas (incident response team)
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® wulBUAUNgUNIY (legal department) tnefininfidAglunisl

a o w

e

o

(%
Y a

AU L oaseALdBnAdam o UNNO MUY ST unauljus
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dreymama (human resource department) taed vt drdgylunisli
Auwuzdnisaduuleuts unadnennaive wazdoyadiuyraaions

WNetpsfiunsuilalgvngufniged
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3.1.3 393n3n15U3M33AN158URNTAI (incident response life cycle)

MsUIsdansgUinisalues aen. awnseResaiuiginslunsufifewduneudes
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fidanguaussezn1siuledu 4 seeegndwmnuuuIn1amnsgIuaIna NIST.SP.800-61 fisil

szzn3suaunTeusansiulomensaldeanaiunisleiues (Preparation)

Usenaume

o FumsumseIsumunTaunonissullewmanisaldonnaiunieleiues

(Preparation)

SY8LANTRTINTULALILATIEY (Detection and Analysis) Usznausie

o FumeunisufiReuihsyannnsalioanauuaznislandmsluiues

Tugudujuinsinuanutuasaendslsues

(Cyber Incident Detection Workflow/Process)

izazmﬁ@ﬂ’mmzﬁﬁu (Containment Eradication and Recovery)

o Fupsunmsufiinuravaussvmnisalioanaiuiasnislaninieleiues

(Cyber Incident Response Workflow/Process)

sreyvds1ngURnisal (Post-Incident Activity) Usenausme

o Fumaudu 9 Mivrtemdinifiameniseliegnaiuiulaues

(Post Cyber Incident Workflow/Process)
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& v < 1 [
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(digital forensic tools
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(computer/laptop)
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LANAT INYAsLAYN maae/%gaf]aa;uu

svanuwazindnguasia  swarukaslndngyuasianenaneddd lunis  arn. fAansaneniiy
NETZUUANTAUNA LATDIABNNIADT kAT  NIENA
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UNIAULATOUNY

1A3893lalUNITANNANTENUANABANAY

SEUUANSAUNA Y158 S8UUAITAUNANS 0LUSUNIUABNRNADTN  szuumIdIsedLay
Wsunsulumsdauteya  relunmspudeyareuiiaines mInAuteya (Net
Backup)

3.3 Jupeun1sUf URnudhssiunnnsaldeanauwasnslaufndluuesTuguduf dannsauas
JunsUasanglauas (Cyber Incident Detection Workflow/Process)
Tutuneutiuszneumetunoutoe ¢ 6adl

® nsAnwanwaEnslanAnialaues (Attack Vectors)

(%
A LY

o nsAnwmUsRgURNTal (Signs of an Incident)

9

®  NNSANYILNAIRIUIT qffamiﬂi (Sources of Precursors and Indicators)
® n153A31EgURNTIR! (Incident Analysis)
° msﬁuﬁﬂqﬁamiﬂj (Incident Documentation)
% o LY o % wa 1 I e Rk ik
®  NNSINAINUAINAIAYYURNITA (Incident Prioritization)

o nsudsinwmgaUAnIsal (Incident Notification)

MSANWIANWMZNT
Taudmalawas

MsANEIRIUE
auAmsal
MsANEUNEFIU
guAnisal

mMsAasgiguAnial

mstuiingUanisal

M3IRERY
anuAygUAnsal
nsudafoung
guAnsel

Avuaiteuluuaznszuiunis

fvuasunszurumslums
iusziunazdoansilaiin
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3.3.1 n1sAnEIaneuEnIslanAnisleues (Attack Vectors)

gUAnsalaunsainuldvareziuuy Fsonvandululdend aen. asimuaduneu

M3fnw1TiasieigUanisaluuudinig Seddesdnundnwazveanistanilevesidululd

Wemsiesziuardanguiluuuresdoanaumslaues lnensfvualiduiugiu dadl

n1slanfannreuanuiedngunsalduiintayaindoud (External/Removable
Media): Aalaufunannisifousionseldiugunsaideduiindeya (removable

media) WY NM3ARLSAABLRAANBSIINASTITIU USB flash drive
nslaudwuuyi 198 suanawn (Attrition): Aonnslaufsaeisnasd dasunld
SEUUANTAUNANS 05T UULAT T8 ouUsyAnSan wie wyaredn Wy N1slaus
wUU DDOS, Aslan@wuy Bruce Force Wudu

nstaudrumAlLlad Web (Web): Aanislauddiumaluladusyiny website #39
web-application F0E1919U AMTLANALUU cross-site scripting

Anslauisny Email (Email): Aonislaufifidsunsunisdsaavuiedidnnsednd
(email) 1wy Msteraufwoashisdluenaisiuy email

n1sUaouRInu (Impersonation): Aon1slaufinunIsUasusInuy lgUnIans
awsesduyaradu 9 i senseduaninisdnfesruvansaumnenazinseis

Fregau MslauFuuy MITM (Man-In-The-Middle), mslaufiuuu Spoofing 1dusiu

3.3.2 NM3ANAIURUANITAl (Signs of an Incident)

Tun1s@nwdauadigdfnisalfeiS s minivsedque 1 WlunsTiaseiuagyed

nsied uvesgUAnisalauauiualasadeleiued Fulumenisaiviennuiauniiifiady

[

TUAN YL NLANFANAU FIDENLYU

o nmanugUinisalanniaieslle ssuvansaumna viegunsalninsing suu

FTUUWRIDUNE FI08 AR NMIATITNUABANAINIIN firewall, MIRTIINUIINTEUY
Anti-Virus

Usinunisdeansudenisliminensssvuansaumeaniessuuiaiednefidnund
917 U3uaunsld bandwidth Aigelindds msldninensuiaeyszuana (CPU)

PIDNUIANUINTIATY (RAM) NRAUNG

1197LATIERA e N wEwarUssaun19lvad MR UseTaud 1 §au121nns

v (7 [l

AaTRdUNAFIUYARE
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3.3.3 N1SANHILAAIRIULY ) J%n15ad (Sources of Precursors and Indicators)
3

aan. InsAnwuvauadglanisal Awsinglumsiessialull

Was (Source) A195u1e (Description)

IDS/IPS (Intrusion Detection System gunsadldionisnsiadunasdasiudegnaiuaiunin
/ Intrusion Prevention System) Hyudadanataeiun1syngnnieaTaeiy FaRuiuain
nsUaeiuYes Firewall

SIEM (Security Information and Event  gunsalldianisiiusausan Tudin Tiasizyi uazsneau

Management) Yoy Log 31NLAT0LUYIY gUNIalnande uazgunsel
UUTTUUIATBUY
Anti-Virus System syuuasaunaniogunsal (Nl APT) LieaN1595293U

mslaudnsenndudmungvadsunsumdoynrds
laiieUszasA (Malicious Program)
File lntégrity Checking o mimﬁ’jﬂaéthiwgﬂﬁawaalwa‘é’jé%‘%'miﬁ%mﬂwma
| 2191 N1IMTIEBU hash value, MIHTIVEBUAN checksum
mshseislagyeaudy msihseateanenalaedliuinmsdomisandu q 7

dULN87794

TunnvesszuuUfuRng NN3MIIABUANNEAUNANTBNITHABABUINTUNNYDY

(Operating System Log) SEUUUURNS

TuinuUTzULLATEE (Network Log)  A1smsadeuanuinun@insonsuisiouanduiinues

UNINLATIYIBLANINTITIULAT Y

Joyadivanauiiilamelosmhenudy  Jeyaiierdaiudvanauoiainsdanewaziudulay

(LU L UBINARNS ) NUIBUBY 9 d@fn. durnsnsriAaeiuLazEnsedinng

Uawedoyadeanaufiddiunetoiu ann.

AL Rl Toyaifeifudsanauloiuesenamnannisliteyaain

Ademgiannglusasnnauen
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3.3.4 nMsaAs1eaUAnisal (Incident Analysis)

DIUNBIRIUT FIUTY BAYANYAZNITIANA TANUTALIY LU FzdenalinnsitAsIen

§ e

gUimsaihedunarissdniam udlupnuduadwdinslnnsigiiniseionmaguuauyiigiuves

)

LAAIRIUIT FIUY hasaN®UENISIAUALYINTY lunsdisiesigUinisaldsdadldinioslionse

RN TULALLINTNISUSENBU toLn

n3vinlusinaTefnsuassyuu (Profile Networks and Systems): AansuseLiiu
anmUnfvenaIotneuarsruy seiudlelmswasunasiunnfuiaduidans
SapuAnUnafiAeduld feogrsianssy loun N3 TIA0UNNNGNABIUBILNE
WigudulusWatagdu n1sesiemnufiaunfiaesnisld bandwidth 98aip3ovne

PIDNSNUNRAUNR LU A RaLUanly

At lalungAnssunazaniunisaiund (Understand Normal Behaviors):
hiiusesauds astienudlonasdududeanunisauionginssunsld
uUnd uagdianuianudiladisuiun niserdeuszaunisaluazmsdunaaes
Wi fiasvildnsiuemudsundidosduiitilugmsinseiiigndsiu wu
n13R3aUUNN log

AT UTUTA log musEaEIaTivinzau (Log Retention): wivalviidoyatuiin

Y

< v =

A ieaneson1s3As1ER AuE oﬁ”aqﬁmimizamaawmﬁmLﬁuﬁagauuwﬂ
17{mmzaﬂuﬁaﬁdnaﬁiamiﬁ&mq}

n5ifiBuIaINIAsgIuEIna (Clocks Synchronization): 1t olsfd ayatufinain
waafiansnstufinnstufinnan (time stamp) fiaenndosfunasdudsslom

AENTIATIZATAI (time series) vaavpnainiogURn1saifiinty

IAN1331U09AAINS (Knowledge Database): vl alwilasAnnusuazasaune
UsznaumsAnwTiasiesiguinisel 87 dayasinnisisousnisiind uves
gUAnN15aivi N1uuN (previous incident lesson leant) Toyamadaniayii gl

6

NMTIATEglRin1salsIngs wiugh uazliuszdvSam
nslddoyaiion1siduAunn (Search Engines for Research): unasdayaiifsn
uwasAensldsruuAuMUY Internet lunmsidnfisdayaummanluusslowd 919

WN8LaY port YasTruUsneY Miluaina

19103 290 8MTIVTULNALAAUUTEUULAS 9918 (Run Packet Sniffers to Collect

Additional Data): Lﬁumﬂ%m'%aqﬁaLﬁamaﬁu%zﬂmimiwswuLﬂ%@ﬂhmﬁmam

¥

nsasdeya (Filter the Data): Yoyaummanialdszeziiaiuiulunisiimsed

gUAnTsal Wmifienaldinalanisddaveuinaestaya (fittering) Sruunmu

Ussinniinely mMsliesgvinUAnisaliidmneuazveumnfinauasmn
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N5vaMUINY (Seek Assistance from Others): Tuuaa un1sainIsvamUsNK
Prsnudy visnndlismyatsueniunnsnisiidesiansunldinelvld

% o & o4 a ¢ wa 6
ToyatiuusslovisianisvenenaviolinesigUanisalsely

3.3.5 miﬁuﬁnqﬁaﬂ’licﬁ (Incident Documentation)

Tunstudingdfinisel Wwiiivsedngueds demansanaiuasuiiuvesdayaieniu

guRnIsal il

amumamﬂ’ﬁmmﬁ (new, in progress, forwarded for investigation, resolved,
re-open, closed)

AosueagUauRnisel

U uvawaued uavdnwaynislaus
anudeulewsiogiFnisalby
Funounsdamsiildmidunsiy

wansenugnly (613
nsUszuNansEnuveIgURnITel
yarauarfiRedamiondomwnainse (Fhi)
enIdngLATMAUTIUTISE I sAuaTy
Auuzindy o

JunauinlUNF IR dung

3.3.6 NM353NEAUAINEIARY (Incident Prioritization)

m3vndruaudAyresalinsaidesinnsanladeifiedtes sl

MINATIEARANsENUAUNTUR TR (Functional Impact of the Incident) +lu
mﬁmswﬁmaﬂ'ﬁ:‘wum‘amiuﬁﬂﬁmuﬁmﬁaw’\ﬂqﬂ’ﬁmigﬁﬁLﬁmfumm::w
GRFGING

NTIATIEANANTENUAUETEUNA (Information Impact of the Incident) Juns
Aespdinansgnusonusunsasndsansaumasnianisasidaanududiy
YAna

ANTIATIERRANTENUAUNVIELasdya) (Contractual and Legal Impact of
the Incident) 1unsiteszinansenusoAudannd osronguuty wiaily

nansznusailiesvinlihsnuiangny dyguinng wsedeulunsiiuinig

S31 -



® MsiATIEANANISasIuA1S]AY (Recoverability from the Incident) Wunns

3mswxﬁ5wmmaz‘uaumemaaqﬂ’amiiﬁﬁmwum FTYLIAT AU YARINT UAE
youmiidesiidunsuiluvdesyfumg

ot aen, AMUANITHATNTEAUNANTENUVBIRUANITITINAUNMITAIMUAG NV

foananuleiuasniu 11931 60 wianseswdyaAnisshwianuiiuasasadeleues we. 2562 sl
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3.3.7 mnﬁuﬁauqﬁamiﬁﬁ (Incident Notification)
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3.4 9 unoun15U] U A “uneuauawnn n1saldsanatawaznislaudnisleiuas (Cyber Incident

Response Workflow/Process)
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Adan1smauauasiuanAuLaznislauAniglaiues (Cyber Security Playbook)
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